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Introduction
The processing of personal data within the scope of the General 
Data Protection Regulation (GDPR) is subject to a “prohibition with 
reservation of permission“: it is prohibited unless it is exceptionally 
permitted on the basis of a legal authorization. Accordingly, such a 
legal authorization, a legal basis, is required to determine the law-
fulness of a processing of personal data.

The main legal bases are enumerated in Article 6 of the GDPR. They 
include processing on the basis of a legitimate interest pursuant to 
Article 6(1)(1)(f) of the GDPR, the prerequisites and specifics of 
which are outlined below.

Requirements
A processing of personal data is lawful according to Article 6(1)(1)
(f) of the GDPR if the processing is necessary for the purposes of 
the legitimate interests pursued by the controller or by a third party, 
except where such interests are overridden by the interests or fun-
damental rights and freedoms of the data subject which require 
protection of personal data. Accordingly, certain conditions can 
arise, the existence of which must be verified in three steps. In this 
respect, it should be noted that Article 6(1)(1)(f) of the GDPR is not 
a catch-all provision that can justify any data processing. Rather, it 
must be examined on a case-by-case basis whether the require-
ments are actually met.

If the requirements are met, the existence of a legitimate interest is 
sufficient for the lawfulness of data processing, without, for exam-
ple, the consent of a data subject being required in addition. Howe-
ver, several legal bases can also exist side by side: According to 
Article 6(1)(1) of the GDPR, it is necessary, but also sufficient, for 
the lawfulness of data processing that “at least one“ of the legal 
bases mentioned there exists. 

Legitimate interest
According to Article 6(1)(1)(f) of the GDPR, a legitimate interest of 
the controller or a third party is required. The term “legitimate inter-
est“ is not defined in the GDPR, but isolated examples of legitimate 
interests are mentioned. 

In principle, the term is to be understood broadly to cover legal, eco-
nomic and ideal interests. The interest must be “legitimate“, i.e., in 
accordance with the legal system, and not illegal or discriminatory.

Guidance and examples can be found in recital 47 of the GDPR. 
According to this, a legitimate interest may exist, for example, if 
there is a relevant and reasonable relationship between the data 
subject and the controller, for example, if the data subject is a cus-

tomer of the controller or is in its service. Furthermore, the proces-
sing of personal data to the extent strictly necessary for the preven-
tion of fraud constitutes a legitimate interest of the respective 
controller. The processing of personal data for the purpose of direct 
marketing may also be considered as a processing that serves a 
legitimate economic interest. Measures to improve the security of 
IT systems are also included according to recital 49 p. 2 of the 
GDPR. Controllers that are part of a group of companies or a group 
of entities assigned to a central body may have a legitimate interest 
in transferring personal data within the group of companies for 
internal management purposes, including the processing of perso-
nal data of customers and employees (Recital 48 p. 1 of the GDPR).

Necessity of data processing for the protection of interests
The existence of a legitimate interest alone is not sufficient for the 
lawfulness of data processing. Rather, the other requirements of 
Article 6(1)(1)(f) of the GDPR must also be met.

The data processing must be necessary to protect the legitimate 
interest, i.e. it must be suitable to promote the interest of the cont-
roller. In addition, the controller must not have a less severe, equally 
suitable means at its disposal. 

In this respect, data controllers must check which data processing 
is actually necessary to protect the legitimate interests; data pro-
cessing must be limited to this necessary extent. If the interests 
can also be achieved by other means, which, for example, require 
less or no personal data of the data subject to be processed, these 
are to be preferred.

Weighing of interests
The interests of the controller are balanced against the interests 
and fundamental rights and freedoms of the data subject. These 
include, for example, the right to the protection of personal data 
(Article 8 of the Charter of Fundamental Rights of the European 
Union (CFR)) and to confidentiality of communications (Article 7 
CFR), as well as the right to informational self-determination as a 
manifestation of the general right to privacy (Article 2(1) of the Ger-
man Basic Law in conjunction with Article 1(1) of the German Basic 
Law). Other interests of the data subject - for example, economic 
interests - must also be taken into account.

The legitimate interests of the controller on the one hand, and the 
interests, fundamental rights and freedoms of the data subject on 
the other, must be weighed against each other. The processing is 
lawful if the balance is in favor of the interests of the controller.
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The GDPR does not establish a generally applicable rule for the 
weighting of the conflicting interests. However, criteria for the 
balancing can be found in various places in the GDPR. Among other 
things, the reasonable expectations of the data subject based on 
his or her relationship with the controller must be taken into account 
(recital 47 p. 1 of the GDPR). It must be examined whether a data 
subject can reasonably foresee, at the time of collection of the per-
sonal data and in view of the circumstances in which the collection 
occurs, that processing may take place for a specific purpose (Reci-
tal 47 p. 3, 4 of the GDPR). In particular, when personal data are 
processed in situations where a data subject cannot reasonably 
expect further processing, the interests and fundamental rights of 
the data subject may override the interest of the controller.

The balancing of interests must be carried out particularly carefully 
if the data subject is a child. Particularly strict requirements apply 
here and the interests of the child must be given particularly high 
weight (cf. Article 6(1)(1)(f) of the GDPR).

Any existing obligations under the GDPR, for example information 
obligations and the obligation to ensure the security of processing, 
which must be fulfilled in any case, cannot be counted in the con-
troller‘s favor when weighing up the interests. However, additional 
protective measures can reduce the adverse effects of data proces-
sing on the data subject to such an extent that the balance of inter-
ests can be weighed in favor of the controller. This is also the con-
clusion reached by the German Conference of the Independent 
Federal and State Data Protection Authorities (Data Protection Con-
ference, DSK) in its guidance for telemedia providers from 2019, in 
which the DSK sets out criteria to facilitate the application of Article 
6(1)(1)(f) of the GDPR.

It should also be noted in the balancing process that, in principle, an 
interest recognized under constitutional law carries more weight 
than an interest that is only recognized by simple law in the legal 
system. An interest is also more important if it serves not only the 
data controller, but also the general public at the same time. In its 
guidance, the DSK cites examples of research activities whose fin-
dings are to be used for preventive medical care.

In practical implementation, companies should take care to per-
form an actual balancing of interests in each individual case, taking 
into account the design of the data processing as well as the speci-
fic effects of the processing on the data subject. The balancing of 
interests and its result should be documented in order to be able to 
prove the actual, case-by-case examination of the conflicting inter-
ests.

Exception
The possibility to base a processing of personal data on legitimate 
interests does not exist, according to Article 6(1)(2) of the GDPR, for 
the data processing carried out by public authorities in the perfor-
mance of their tasks. The reason for this is that it is up to the legis-
lator to create the legal basis for the processing of personal data by 
public authorities by means of legislation (Recital 47 p. 5 of the 
GDPR). If public authorities were able to invoke legitimate interests 
in the performance of their duties, there would be a risk that this 
principle of the rule of law would be undermined.

Right to object
A data subject has the right to object at any time, on grounds rela-
ting to his or her particular situation, to the processing of personal 
data concerning him or her which is carried out on the basis of 
Article 6(1)(1)(f) of the GDPR (Article 21(1)(1) of the GDPR). This 
also applies to profiling based on this provision.

The objection has the consequence that the controller may no lon-
ger process the personal data, unless he can demonstrate compel-
ling legitimate grounds for the processing which override the inter-
ests, rights and freedoms of the data subject, or unless the 
processing serves the assertion, exercise or defense of legal 
claims. The exercise of the right to object establishes, barring over-
riding legitimate grounds for the data processing, the right of the 
data subject to request the controller to erase the personal data 
concerning him or her.

For practical implementation, data controllers are recommended to 
first check the content of a corresponding request from a data sub-
ject, i.e. whether the data subject only objects to the further proces-
sing of his or her personal data or whether he or she also requests 
the deletion of his or her data. If there is an objection, it must be 
checked whether there are compelling reasons for the processing 
worthy of protection or whether the processing serves the asser-
tion, exercise or defense of legal claims. If the data subject also 
requests the deletion of his/her data on the basis of the objection, it 
must also be checked whether overriding legitimate grounds pre-
vent the deletion. If further processing of data on the basis of an 
objection is excluded, this does not necessarily lead to an obliga-
tion to delete on the part of the data controller.

Examples: Direct marketing and tracking
The processing of personal data for the purpose of direct marketing 
can be considered as processing which serves a legitimate interest 
(Recital 47 p. 7 of the GDPR). Whether a company can rely on its 
legitimate interests in data processing for the purpose of direct 
marketing, or whether it must obtain the consent of the data subject 
for this purpose, usually depends on a case-by-case assessment. 
When assessing the conditions under which direct advertising in its 
various forms is permissible, the values set out in the German Act 
against Unfair Competition (UWG) must also be taken into account. 
Under competition law, Section 7 of the UWG regulates the conditi-
ons under which unacceptable harassment by advertising can be 
assumed. In the case of advertising by means of a telephone call to 
a market participant who is not a consumer, pursuant to Section 
7(2) No. 2 Alt. 2 UWG, it depends on whether the subscriber‘s presu-
med consent can be assumed. In the case of presumed consent, a 
weighing of interests may be considered as a basis for justification 
for telephone advertising to a non-consumer. This also applies to 
the cases of Section 7(3) of the UWG, the requirements of which are 
met if an entrepreneur has received the customer‘s electronic pos-
tal address in connection with the sale of goods or services, the 
entrepreneur uses the address for direct advertising for his own 
similar goods or services, the customer has not objected to the use 
of the address, and the customer is clearly informed of his right to 
object when the address is collected and whenever it is used. 

In its guidance for telemedia providers from December 1, 2021, the 
DSK points out that, in the context of tracking, the requirements of 
Article 6(1)(1)(f) of the GDPR are met in practice in only a few cons-
tellations. In the opinion of the DSK, the provision can normally only 
be used as a legal basis for tracking in individual cases and only 
with a correspondingly meaningful consideration. According to the 
DSK, as a rule, Article 6(1)(1)(f) of the GDPR cannot form an effec-
tive legal basis for the transfer of personal data to third-party ser-
vice providers who are involved in tracking as processors and also 
process the data for their own purposes. In this case, the scope of 
contract processing pursuant to Article 28 GDPR is exceeded. The 
DSK‘s 2021 guidance is a revision and supplement to the guidance 
for telemedia providers from 2019 and takes into account the new 
German Telecommunications Telemedia Data Protection Act 
(TTDSG), in which the legislator has implemented the requirements 
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of the E-Privacy Directive and the case law of the European Court of 
Justice and the Federal Court of Justice regarding the use of coo-
kies and similar technologies in a national regulation. According to 
the DSK, however, the old version of the guidance can in principle 
continue to be used as a benchmark for assessing the requirements 
of Article 6(1)(1)(f) of the GDPR.

Conclusion 
For data processing to be lawful pursuant to Article 6(1)(1)(f) of the 
GDPR, the controller or a third party must have a legitimate interest 
which the data processing is necessary to protect and which in indi-
vidual cases outweighs the interests or fundamental rights and 
freedoms of the data subject which require the protection of perso-
nal data. 

The balancing of interests requires an in-depth, case-by-case exa-
mination of the conflicting interests. Additional protective measu- 
res can lead to a reduction of the adverse effects on the part of the 
data subject and, as a result, to the assumption that the interests of 
the controller outweigh the adverse effects.

If the requirements are met, data processing can be based on the 
legitimate interests. In addition, the general requirements of the 
GDPR apply, for example, to the duty to inform the data subject, the 
duty to minimize data and limit storage, and the accountability of 
the controller.
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